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Abstract — Fake news causes an adverse effect on the regular public order and has become easier
to propagate with the popularity of online social networks. The threat of fake news propagation
makes it important to explore the vital nodes, which are defined as nodes with large branch
sizes and hence generating a wider influence than others in this work. Previous studies about
identifying vital nodes are mainly from single propagation of fake news networks, which do not
consider that users may participate in different propagation networks. Here we identify vital
nodes with the feature named the Ci-value that combines structural feature out-degree in a single
network and multi-network user activeness. The Cj-value could reflect the branch size with a
strong correlation, even at the early stage of propagation, and percolation based on Cy-value is
more efficient than other indicators such as node activeness and out-degree. Thus, this research
may provide a better understanding of vital nodes in the fake news propagation from topology
properties, and further inspires innovative ways to identify vital nodes of fake news propagation.

Copyright © 2020 EPLA

Introduction. — With the rapid growth of online so-
cial network services, billions of Internet users worldwide
exchange information conveniently. Unfortunately, along
with the popularization of online social networks, harmful
and misleading information also propagates among net-
work citizens, especially bringing panic and social losses
during emergency incidents [1-3]. For example, among
the 30 million tweets exchanged by 2.2 million users, 29%
of these tweets on Twitter are fake news, conspiracy theo-
ries, or extremely biased news [4]. The fast circulation of
fake news can largely undermine the basic value of modern
society by reshaping public opinion [5,6]. However, the rel-
evant detection of fake news in the realistic online social
network service is insufficient and time-consuming [7,8].
The mismatching of fake news prevalence and detection
inspires the analysis of fake news propagation, especially
the study of vital nodes during propagation. Some vi-
tal nodes could have a much larger harmful influence on
the fake news than others. For example, one spreader of
fake news is found to participate in eleven networks in
our dataset. This super spreader propagates fake news to
around two thousand other users before the identification.

(2)E-mail: zhaozilong@buaa.edu.cn

Hence, the identification of vital nodes is crucial in fake
news research.

In the network research, many studies estimate the
importance of nodes by using the topological proper-
ties including various centrality metrics. For example,
the degree is the most basic and simplest measurement
yet it is misleading when viewing the global importance
in the network [9]. For the networks with bottlenecks,
the nodes with high betweenness [10] are usually consid-
ered as vital nodes. For the networks where the ranking
of the nodes needs to be updated frequently, the vital
nodes could have high closeness centrality [11]. For ex-
ample, in the movie stars cooperation network, the rank-
ing of movie stars usually uses the closeness centrality
because it is very sensitive when a new movie is re-
leased [12]. Apart from centrality measurement, many
studies focus on node importance ranking methods. For
instance, the PageRank method [13,14], developed from
webpage ranking in Google search engine, considers the
ranking of the neighbours of one node. However, PageR-
ank is less efficient in the social network because it does
not utilize the leadership topology [15]. With regard
to this, the LeaderRank [15] algorithm could find vital
nodes more effectively and reliably. Moreover, the HITS
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(Hyperlink-Induced Topic Search) algorithm calculates
the hub scores and authority scores, which also measures
the importance of nodes [16,17]. It is used as the ba-
sic webpage ranking algorithm in Ask.com. Additionally,
inspired by the idea of the gravity formula, Ma et al. pro-
pose an algorithm based on gravity to identify influen-
tial spreaders [18]. They also test the effect on a realistic
network.

Specifically, as for fake news research, studies on vital
nodes are also quite critical. Doerr et al. find that the
nodes with smaller degrees play an important role in the
fake news spreading because they could quickly forward
the information to their neighbouring nodes [17]. Re-
cently, Indu et al. mapped the propagation of fake news
in social networks to the spread of a forest fire, and they
identified the major nodes during the fake news dissem-
ination process [19]. Based on the hypothesis that the
information propagates among friend relationships, Nam
et al. excavate the smallest group of vital nodes in order
to control the propagation of fake news [20]. More specif-
ically, Leskovec et al. study a set of vital nodes during
the out-break situation [21]. Wang et al. study the im-
munity of some nodes and hence they stop the spreading
between them and their neighbours [22]. These studies
above identify vital nodes in the single propagation net-
work. However, single propagation networks are not inde-
pendent of each other because of the repetitive users and
organization between them [23]. From the multi-network
perspective, the active users who participate in many fake
news networks play crucial roles in the global fake news
propagation.

In this work, we find that the Cy-value, considering
both the node importance in a single propagation network
(out-degree) and the node activeness among different net-
works (R-value), could effectively describe the branch size,
thus identifying vital nodes during the fake news propaga-
tion. Additionally, removing nodes based on Cy-value is
shown to be more destructive compared with other meth-
ods based on out-degree or R-value, respectively, let alone
random removal. Importantly, these findings could emerge
at the early stage of fake news spreading, which demon-
strates the advantage of identifying vital nodes.

Methods. —

Definition of fake news. Fake news is defined as fab-
ricated information. For the 1862 fake news networks, the
dataset we collect is from the topic of the officially certified
fake news.

Branch size.  For a given node, its branch contains
the following re-postings of it, which is a measurement
representing the propagation influence of this node. The
re-posting nodes of the given node are divided into two
types: some of these nodes repost the given node’s tweets
directly (DP) and others repost the given node’s tweets
via other nodes (IP). The node itself and its following re-

Ck=2+1=3
(without creator)

A F

Fig. 1: A schematic diagram of the propagation network and
Cr-value. The node marked by the green colour participates
in three networks in this figure. For example, in the network
I, node A stands for the creator who creates the initial mes-
sage of the propagation network I. Node B reposts node A’s
message, hence producing the edge a, whose direction is from
the information source A to the information receiver B. If more
than one re-posting exists between two nodes in the same prop-
agation network, we will only consider the first re-posting by
chronological order because this re-posting represents that the
information is spread between these two nodes for the first
time. We apply the schematic diagram by using Pajek soft-
ware here.

posters (both direct and indirect) form the branch:

B=DP+1IP+1, (1)
where B is the branch size of this node in a network, DP
is the number of direct re-posting nodes of this node (edge
a, b and cin fig. 1), IP is the number of indirect re-posting
nodes of this node (edge d and e in fig. 1).

Note that the average branch size does not count the
number of networks that the given node participates as
a creator. For example, if this given node takes part in
R-value networks as a creator for Rc-value networks, we
only consider the average branch size for this node not as
a creator:

Z;iIR“) B,

where Bj is the branch size of the given node in the
j-th network, R is the number of networks that the given
node participates in, R, is the number of networks that
the given node participates in as a creator.

For example, in fig. 1, the branch sizes of the green node
are two, one and seven, respectively, in network I, IT and
III. The average branch size is 1.5, which does not consider
network III.
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Active nodes.  The active nodes represent users fre-
quently appearing in different propagation networks [23].
The R-value is the number of networks that one node par-
ticipates in, which reflects user activeness. Specifically, in
this work, we consider nodes with a more than 7 R-value
as fake news active nodes, which are about the highest
0.1% R-value nodes.

C-value.  For a given node in one network, the out-
degree is the number of its outgoing edges. The Cp-value
combines the structural property out-degree of this node
in a single network and the number of networks that this
node takes part in,

(R—R.)
C= Yk 3)
j=1

where k; is the out-degree of the given node in the j-th
network.

Similarly, if this node participates in some networks as
a creator, we will remove these networks and keep the
networks that this node participates in as an ordinary re-
poster. For example, in fig. 1, the given node acts as a
creator in network III but a re-poster in network I and II.
The out-degrees of this node are two and one respectively.
As a result, the Ci-value is the total value three.

S-value.  This parameter is used to select nodes which
have large average out-degree and small R-value or nodes
with small out-degree and large R-value.

g_ k+1 7
(R - Rc)
where k is the average out-degree of the given node.

Nodes with large S-value have large average out-degree
and small R-value. Moreover, we find that many nodes
have a zero average out-degree. Hence we add one to the
numerator to give nodes with larger R-value but zero av-
erage out-degree an even smaller S-value compared with
nodes with small R-value and zero average out-degree. As
a result, nodes with small S-value have small average out-
degree and large R-value. We also do not consider the
creator here.

(4)

Percolation process. ~ We respectively remove nodes
purposefully and randomly and ¢ is the proportion of re-
moved nodes. The giant component G from percolation
theory is a property that describes the largest connected
groups of nodes after a certain removal, which is used to
measure the function of the remaining network. Here we
consider a weakly connected component in directed prop-
agation networks. More specifically, for the purposeful
removal, we first rank the importance of a node by a prop-
erty, for example, the Ck-value in each propagation net-
work. Then we delete the vital nodes in each propagation
network from the largest to the smallest Cj-value, and
calculate the G of each propagation network. Finally, we
calculate the average value of G among all the networks.
As for the random removal, we also calculate the G in each
network and then study the average value of G.

0.1

0.014

Probability

1E-31

1E-4 ]

1E-54
1 10 100 1000
Average branch size

Fig. 2: The distribution of the average branch size of all the
nodes.

Results. — Among all the fake news research, the prop-
agation size which reflects the infectious ability of fake
news attracts the attention of many scholars. A study
based on random network finds that the propagation
size of fake news could be at most 79.7% of the entire
network [24]. As for the small-world network, the study
considers the mean-field equation to propose that the
propagation size is less than 80% [25]. Liu et al. study
both heterogeneous and homogeneous networks and find
that the propagation size decreases with larger network
heterogeneity [26]. Moreover, a study finds that the scale-
free network has a smaller propagation size compared with
random network [27]. Lu et al. study the epidemic prop-
agation by proposing a dynamic infection rate [28]. From
the global perspective, the study of the propagation size is
essential because it means the proportion of nodes which
hear or believe the fake news. Meanwhile, from the lo-
cal perspective, the branch size of a node has rarely been
investigated.

This work focuses on the identification of vital nodes
among the propagation networks. The branch size indi-
cates all the nodes that one node could affect, as a result,
it is considered as the measurement of node importance.
One node may appear in several networks, and the aver-
age branch size is the mean value of the branch size for
this node in different networks. Inevitably, the most vital
node has the maximum branch size. However, we study
the average branch size here to measure the node impor-
tance rather than studying the maximization of spreading.
As for the creator, it is obvious that it acts as a vital node
in the propagation network, hence we do not consider this
situation. From the definition of branch size, we know
that the branch size of a creator (the size of the network)
is very large. As a result, when we calculate the average
branch size of a given node, we do not consider networks
where this node acts as a creator to avoid possible error.
As shown in fig. 2, most nodes have a small average branch
size, while a few nodes have a very large average branch
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Fig. 3: The relationship between the average out-degree and
the average branch size. We first set a group of windows by
the average out-degree. For all the nodes in each window, we
further calculate the average value and the standard deviation
value of branch sizes.

size even above one thousand. Thus, we further concen-
trate on identifying these vital nodes which have a large
branch propagation size.

As a typical indicator, we first study the average out-
degree which describes the number of direct re-posting
nodes. One node may take part in more than one net-
work, and in each network, it has different values of out-
degree. As a result, we calculate the mean value of these
out-degrees among networks in which this node partici-
pates not as a creator. As shown in fig. 3, a node who has
a larger average out-degree is more likely to have a larger
average branch size. Additionally, the average branch size
curve (red) is above the average out-degree line (black),
because the direct re-posting nodes are part of the branch.
However, the branch size has a large fluctuation as a func-
tion of degree. The out-degree used here may ignore the
user coupling in multi-networks and its activeness.

Considering multi-networks rather than the single net-
work, we find that some users repeatedly participate in
more than one network [23]. The R-value is defined as the
number of networks that this node participates in, which
shows the frequency of node appearing. From the global
perspective, as shown in fig. 4(a), the nodes tend to have
a relatively large average branch size when the range of
R-value increases. For example, the red curve (2 <
R < 4) is above the black curve (R = 1) when the range of
R-value rises. Particularly, here we select the nodes with
the highest 0.1% R-value nodes as active nodes (see the
“Methods” section). In fig. 4(a), the green curve shows
that active nodes tend to have large average branch sizes
with higher probability. Therefore, these active nodes
are much more infectious than others according to the
branch size.

From fig. 4(a), the positive relationship between R-value
and the average branch size is prominent in the global

(a) (b) Active nodes
10 —=—R=1 1000
—e— 2<=R<4 N
P —a— 4<=R<7 2
3 01 —+— R>=7(Active nodes)] 9 100
@ @©
Q001 5
Sies a o
j=]
1E-4 ®
1E5 g 1
1 10 100 1000 < 10 20 30 40
Average branch size R-value
(c) All (d) Within five hours
Q
N1 & 1000
0 Do~
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2 S Si00
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= -]
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< z 1 10 100 1000
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Fig. 4: For the properties of multi-networks, the Ci-value
could measure the average branch size better than the R-value.
(a) The distribution of the average branch size for different
R-values. (b) More specifically, analysing inside the active
nodes (green curve) in (a), we plot the average branch size
line and its error bar for different R-values. The Pearson cor-
relation coefficient between the R-value and the average branch
size is 0.32. (c¢) The scatter plot for the Ck-value and the aver-
age branch size for active nodes for the whole lifespan. (d) The
scatter plot for the Ck-value and the average branch size for
active nodes at an early stage. The Pearson correlation coef-
ficients between the Cji-value and the average branch size are
respectively 0.85 (c) and 0.81 (d).

perspective.  When it comes to individual nodes, the
positive relationship remains yet a large fluctuation. In
fig. 4(b), when we look inside the detailed information in
the green curve of fig. 4(a), we find that the relevance be-
tween R-value and the average branch size of active nodes
shows a positive relationship with the Pearson correlation
coefficient 0.32, with the large error bar showing large fluc-
tuation. As a result, although the R-value is related to the
average branch size in the general perspective, it could not
fully explain the branch size. A deeper explanation for the
branch size with less fluctuation is required.

Both the average out-degree and the R-value could re-
flect the importance of nodes to some extent. However,
the out-degree is a topology property in a single network.
The R-value means user activeness which considers net-
works coupling from the user perspective, which neglects
the topological effort. Therefore, we propose to use the
Ci-value (see the “Methods” section) to combine these
two properties: the average out-degree and the R-value.
From above we know that active nodes are more vital,
hence we concentrate on active nodes in fig. 4(c). The
Ci-value and the average branch size of active nodes are
found to have a strong positive correlation. On the one
hand, the Cp-value measures the total interest on this
node across different information propagation networks.
On the other hand, the average branch size of a given node
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Fig. 5: (a) The average and the standard deviation of G after
removing vital nodes for fake news. The average G decreases
to 0.72 and 0.69 by removing 2% nodes with high R-value or
high average out-degree, while the average G is 0.97 with the
same amount of nodes removed randomly. The average G even
decreases more to 0.61 with the same amount of nodes removed
considering Ci-value. (b) The average and the standard devi-
ation of G after removing nodes with large average out-degree
and small R-value or opposite nodes with small out-degree and
large R-value. The nodes with large average out-degree and
small R-value could have a larger effect on the network effi-
ciency: the average G decreases to 0.72 by removing 2% nodes
compared with 0.85 for nodes with small out-degree and large
R-value.

in one network could be well predicted by this Ck-value.
The relatively small fluctuation between the Ci-value and
the branch size indicates that it is a better measurement
of vital nodes rather than only R-value. Furthermore, in
order to study the relationship between the Cj-value and
the average branch size at the early stage, we only con-
sider the re-postings within several hours after the first
re-posting of the network. We find that the relationships
between the Ci-value and the average branch size for dif-
ferent time lengths are similar at the early stage, hence we
choose five hours as an example time and plot the scatter

figure as shown in fig. 4(d). The Ci-value and the av-
erage branch size still have a strong positive correlation
with the Pearson correlation coefficient 0.81. Therefore,
the Ci-value is stable to predict the branch size timely in
the propagation network.

Since the Cy-value is a useful indicator of the nodes’
information propagation ability, we further analyse the
giant component of propagation after removing nodes in
descending order of the Cy-value. As shown in fig. 5(a),
although there is a fluctuation, the average giant compo-
nent decreases faster by deleting high Cjy-value nodes than
by deleting other removal methods, which indicates that
removing nodes with a higher Cj-value could prevent the
fake news spread better. Both the R-value and the av-
erage branch size could contribute to the Cg-value, hence
we further study whether nodes with large average out-
degree and small R-value or opposite nodes with small
out-degree and large R-value have a larger influence on
the average (G). We first rank all nodes in the propaga-
tion network by S-value (see the “Methods” section). In
the percolation process, we remove nodes in a descending
or ascending order of the S-value. As shown in fig. 5(b),
the nodes with large average out-degree and small R-value
have a larger effect on network efficiency with relatively
smaller average GG and larger fluctuation.

Discussion. — In this era of information explosion, var-
ious kinds of fake news are easily created and spread.
The current situation in social networks indicates the
significance and necessity of an analysis for fake news
propagation, based on the detection of fake news among
news [29], the next important research is the identifica-
tion of influential spreaders (vital nodes) in fake news
propagation.

This paper applies Cg-value as a symbol of branch size
(also the importance of a node), which considers both the
propagation ability in a single propagation network and
the user activeness among all the networks. Moreover,
the silence of only a few vital users selected by the Cp-
value could interrupt fake news propagation effectively.
This suggested method is simple and understandable: fake
news propagation counts on vital spreaders since these
users could express novel negative information to attract
human attention and encourage human interaction [30].
This method considers properties which form both sin-
gle networks and multi-networks, and could predict node
influence with little fluctuation. More importantly, this
method is extremely time-saving: we test the relation-
ship between the Cj-value and the branch size, finding
that they are highly related at the beginning of fake news
spreading. Omne could perform a further test with more
fake news datasets in the future.

Further analysis of the topological features for vital
nodes could be a promising research direction. Our find-
ing, combining local structural features and global user
activeness, may inspire creative machine-learning methods
for detection of fake news in future research. Specifically,
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the authorities could pay more attention to vital nodes
for the detection and containment of fake news, and the
vital users could also be considered as a propagation
catalyst in the advertising industry. Therefore, further
research in these fields based on vital nodes is well worth
carrying out.
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